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CONFIDENTIAL

UWAUTHORIZED DISCLOSURES
INVESTIGATIONS SUBCOMMITTEE (UDIS)

Chairman: CIA

“To adwse and assist the Security Committee in discharging its
respons:blllt/es to ensure that programs are developed which protect
inte/llgen e !sources and methods and classified intelligence from
uHautho iged disclosure ” —UDIS Charter

wﬁdxggmg-ﬂ on.policies and procedures to prevent uhatithorized |

25X1

ative policy for unauthorized diselosures

— lé/%t%%m ¥ proceduras and standards for raterral vf vases to the ;j
— Determiie: 4 Veeommend eorrective securlity miaasiras |
— Recommil é‘é‘&i Wi@ﬂﬂﬁéﬁb’n and awareness maerials .

— Recommé v=|\‘ﬁﬁ?8§7§dfmethods for analyzing uirauthorized disclosures
— Recomrﬂéﬁ&péﬁ%\%& and procedures for coordinating investigations
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SECURITY ADVISORY GROUP - USSR
Cﬁhairman: Mr. Marvin Doig, Department of State
— Established January 1979 by SECOM

Purpose: =
¢ Advise and;%;gal'st the Intelligence Community and Departiment
of State In-developing security policies and roeedures to
protect U. §. personnel and installations i the U.8.5.R.
A

— C‘onstructioél Plaﬁntng

. Techn‘jcéf‘ E‘qurpment Development
» Constructlof Survelllance
» Ongoing Ingpections

— Participfatlng%%Departments and Agencles
State'~ CIA - FBI - NSA - DIA - SECOM
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DCI SECURITY COMMITTEE

THE SUBCOMMITTEES

‘““The Chairman will establish subcommittees
and other subordinate groups as required.”
DCID - Security Committee

Personnel Security Physical Security
Compartmentation Computer Security
Unauthorized Disclosures Security Awareness
Investigations and Education
Technical Survelllance Security Advisory Group
Countermeasures USSR

Research and Development
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§DC SECURITY COMMITTEE

COMPUTER’SECURITY SUBCOMMITTEE
?L*,*fChaIrman DIA =
Lo ‘%
| v
The§EC_O éwill “‘advise the DCI on common security and ac-
ces standards bearing on ... automated data processing e
Oystgms 25X1
[
DCID - Security Committee
Overgigjit ‘
— DOI§8E tetit'e"rpent;
BRI on:Intelligence Information in Automated S¥stems a
NetWar} DCID 1/16) ystems and
— DC) Cul v Manua ,
' {l¢] :gﬁd mlnimum security TeaWirements
JEY administration, accP&&aY6H, and minimum
nents
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'DCI SECURITY COMMITTEE

TECHNICAL SURVEILLANCE
COUNTERMEASURES SUBCOMMITTEE

Functions:

— Facilitate development of TSCM equipment and techniques based on
assessments of forelgn government equipment and capabilities

— Develop standard security practices against audio surveillance, including
indoctrination of U. S. personnel and training of technical inspectors

— Receive prompt notification of discovery or suspected presence of technical
surveillance devices in U. S. facllities

— Technical evaluation. of forel?n technical survelllance and couhtermeasures
devices (“finds”) and vulnerabilities of U. S. equipment (“ha2ards')

— Advise the Intelligence Community on technical survelllance counter-
measures and standards for U. S. facllitles abroad

— Faciiitate {het exchange of TSCM information among IC organizations,
inciudihg prépayation and dissemination of reports, notices, and guides

— Formulate:and récommend to the DCI resource programming for TSCM

— Recommaend poficy on foreign disclosures of TSCM equipment and :
techniques |
|
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?D’Césecumw COMMITTEE

TECHNIOAL SURVEILLANCE
COUNTERMEASURES SUBCOMMITTEE
(TSCS)

;m#man# CIA
The SECOMY. il "Advise the DCI on common security and
access staf &; beanng on... '‘countermeasures apainst
technical surveillsnge . .

Oversight:

—_ Procedural Guudes 1-2-3
— Export of American-made TSCM equipment

I’nteragency Training Center policy, curriculum and
Operatlon :

Cont’d.

_ CONEIDENTIAL PJ
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DCI SECURITY COMMITTEE

PHYSICAL SECURITY WORKING
GROUP (PSWG)

Chairman: Mr. Gerald L. Berkin, U. S. Navy
Oversight:

— NFIB/NFIC-9.1/47:U. S. Intelligence Community Physical Security Stand-
ards for Sensitive Compartmented Information Facilities

» Perimeter Construction » Specifications:

o Alarms : Vaults
 Telephones/Intercoms Doors

» Tactlcal & Combat Ops. Sound Attenuation
» Technical 8ecurity Window Barring

Secure Areas
— Seminars: :.
* Enhance common understanding of policy documents

* Address physical security planning for protection of personnel,
classified material, and Government property

* Exchange information of common interest In the physical security
discipline
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301 éEcURlTY COMMITTEE

SECURITY AWARENESS AND EDUCATION
SUBCOMMITTEE (SAES)

ChaurmanJ NSA
Oversight:
— DCID 1/14 Annex C - Minimum Standards for SCI Security Awareness
Programs

e Initial Indoctrmation
» Periodic Employee Awareness Enhancement
 Debriefing: )

— Studies of Harassmen .and Provocations

inge of mformatlon
‘concepts
utual Interest
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| BGISECURITY COMMITTEE

COMPARTMENTATION SUBCOMMITTEE

Chairman: Col. Robert B. Huey, U. S. Air Force

L dana,

Oversight:

— Control of Dissemination of Intelligence Information (formerly
DCID 1/7) -

— Security Classt @Quidance on Liaison Relationshigs
with Forelgit? abe Organizations and Foreign Sesurity
Services (fo D 1/10)

— Secutlty Policy

y Policy ']IVQQ partmented Information 8Hd
%é%l)myp@ oy Mantal for €1 Control Systems (forrgty BEID
1/19), P

— Sevurity Polisy Gonte glngﬁ‘fffavev and Assignment of PeraBrHsl

with Aocass td Semeltlva Ssmpartmented Informatioh (foterly
DCID 1/20) |
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SECURITY ; .
T | COMMITTEE Staff
. ' : 3 '
' ~Computer Security [ Secer it
A Fd Subcommittee ' Srouy - vsen”’
[ fo1a) . M. Boig (State) STAT
- e at ' - ' P
Compartmentation af Security Awarenes
m& Subcommittee : Subc'znittee *
ool B HUEY (UShE) ME J. #Mood @ISA)
:? Personnel Security {#  Unauthorized Discloswres
Subcommittee : - Investigations Subcommittee
I | (CIA) _ A- CIA) STAT
B Physical Security [ Research U Development
Mt Working Group ' ‘?, ¢ Subcommittee
) 6. Berkfin (Navy) .. 15 P. Eckman (CIA).
| Technical Surveillance “Armor & Protective Syst
AP coun ures Subcommittee  dorking Gnq:” =
‘ . AP
(CIA). W. Ten Eyck (USAF) . STAT

echnical Advisory Audio Countermeasures
Group Sorking

AP ~ | , Group
E. Terrazas (FBI) ®. Wingfield, (POE)

nteragency Training ﬂ' Survey gliTeYephone ity
Center Panel _ Panel Panel
D. Caspit (USSS) . Foley (USAF) E. Terrazas (FB81)

Note: Parenthetical wotations
- fdentify organizatiomal
affiliation of the sub- - ‘
committee chairman. _ . ' July 1983
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Maynard Anderéon ‘

Director, Security.
Plans & Programs
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Deputy Asst. Secretary Director of Security
of State for Security '
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v Robert C. Allen
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Col. Robert B. Huey c - " Jerry Rubino
Director of Security & ' Director of Security-
Commo. Management 0
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Special Assistant Security Programs
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